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1. BACKGROUND

Information assurance (security) is congdered so important to our naiond defense tha a
forma Department of Defense (DoD) Information Assurance Scholarship Program was established by
the Nationd Defense Authorization Act for 2001 (Public Law 106-398). The purpo< is to promote
the educion, recruitment, and retention of risng junior and senior undergraduate and
graduate/dodoral students in information assurance studies and of students seeking graduate
certificates in information assurance disciplines.

The DoD is seeking rising junior and senior (third and fourth year) undergraduate and
graduate/dodoral students who are interested in full-ride scholarships for conaentrated studies in
information assurance. Students selected for the program will receive full scholarships This requires
the student to agree to serve one year of service to the DoD, upon gradudion, for each year of
scholarship received, in addition to the internghip identified bdow. An oppotunity aso exists for
Reserve and Nationd Guad participation. Thetime frame for pay back unde these scenariosis alittle
different given the naure of the work for the Reserves and Nationd Guad. The obligaed service
commitment the Reserves and Nationd Guard will be congdered to be two years of service for every
year of scholarship, rather than nefor-oneD as it is for those participaing in the DoD Civilian
workforce. If you are interested in the Nationd Guard or Reserves, as a means to meeting program
requirements, please indicate this in the application.
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During breaks in ther academic studies, Information Assurance Scholars will receive
progressive, handson experience in information security internships In return, scholars mus agree to
some restrictionsand obligaionsregarding curriculum, GPA, and pre- and pog-program employment.
If al conditionsare met, Information Assurance Scholars will receive full-time conditionalpermanent
postionsin agendes and components of the DoD uponprogram completion.

HOW TO APPLY

1. Only students at designaed NSA Centers of Academic Excellence in Information Assurance
Eduction (CAE/IAE) may apply. Review thelist of schoolsinduded with this
announ@ment for clarification. Note students selected mug attend full-time.

2. Review al applicationingructionsand materials induded with this announement.

Pay close attention to the mandatory conditi ons of

financial assistance and employment.

3. Check with theidentified Point of Contact for your college or university to find out wha you
mug do to apply and to obtain an augmented application packageif your school requires one
(Application duedates and requirements may vary from school to school.)

4. Obtain all of theinformation required for a complete application package Y ou mug provide
al informationthat is requested in this announ@ement, plusany information tha may be
required by your school. (Application duedaes and requirements may vary from school to
school.)

5. Fill outand signtherequired SCHOLARSHIP APPLICATION, provideand signall
supplemental statementsthat are part of the package. Indudename and SSN.

6. DO NOT SUBMIT YOUR APPLICATION TO THE DEPARTMENT OF DEFENSE.
Submit your application package directly to the appropriate Point of Contact for your college
or university. Seethelist induded with this announcement for theidentity of tha person.

2. DESCRIPTION OF SCHOLARSHIP AND EMPLOYMENT OPPORTUNITY

The Nationd Defense Authorization Act (Public Law 106-398) directed the DoD to establish
an Information Assurance Scholarship Program (IASP). The purposes of the program are to recruit
and retain well-qudified personné for work in the vital information assurance field and to cultivate
continuing capecity for information assurance workforce development at select inditutions of higher
learning (called QCenters of Academic Excellence in Information Assurance Education (CAE/IAE)Q
throughoutthe United States. As directed by the Secretary of Defense, the Assistant Secretary of
Defense Networks and Information Integration) (OASD(NII)) has ddegaed authority and
respongbility to establish scholarship and inditutiond grant programs to achieve these purmposs,
induding the authority to condud civilian employee recruitment for these purposes. This program is
executed by the Nationd Information Assurance Education and Training Program (NIETP) of the
Nationd Security Agency (NSA) on behdf of the Department of Defense.

Rising junior and senior undegraduaes, master@ and dodora candidaes, and graduae
certificate program students who are U.S. citizens and are at least 18 years of age are eligible for
congderation for the program. Information assurance scholarshipswill pay for thefull cog of tuition,
fees, books lab expenses, supplies and equipment incurred by students selected for the program. In
addition, students selected for the program will be provided a stipend to cover room and boad
expenses.  undegraduae students will receive a stipend of $10000, and graduae (master@ and PhD)
students will receive a stipend of $15000, pe academic year. Disabled students may receive
additiond alowances. Thee are no alowances for dependents. Additiond years of scholarship
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awards are dependent upon satisfactory academic progress, internship peformance, if applicable, and
the availability of funds Returning students will be given first priority over new students to the
program as long as they continueto meet the |ASP requirements and appropriate funding is available.
Scholarship recipients who successfully complete the terms of an initial oneor two year scholarship
(for example, complete an undegraduae degree), may apply for a second scholarship of up to two
years for completing an advanced degree or gradude certificate program.

Appointment and Hiring Authorities

P.L. 106-398anticipaes tha recipients of information assurance scholarships will paticipaein
experiential learning assignments (called GnternshipOin the law) at DoD components and agendes
while completing their academic degree programs. The Student Career Experience Program (SCEP)
appointment authority established by the Office of Personnd Management (OPM) will be one of the
means used to establish therelationdhip between scholarship and internship. Some agendes are eligible
to paticipae throughexcepted service, and will bring studentsin to perform interndhips in accordance
with theregulationsof ther Agency. Unde the SCEP appointment, scholarship recipients will receive
federal civilian appointments in the General Schedule (GS) pay plan as CBtudent Trainees.O This
appointment authority aso allows federa employers to offer progective applicants the recruitment
incentive of convasion to permanent, full-time status as federal employees withoutfurther competition
upon successful completion of academic and internship program requirements. The Student
Educationd Employment Programs, to indudethe SCEP (5 CFR 2133202) are described in detail at
http://www.opm.goviemploy/students/2133202HTM. Some of the DoD Agendes are
exempt from the SCEP appointments, and will bring interns (and student hires) on board throughther
appropriate hiring authorities.

Information Assurance Scholars will be appointed at those General Schedule grade levels for
which qudified and selected by DoD component officials. Since the Area of Consideration for
scholarship applicants indudes rising junior and senior year undegraduaes, master@ and dodoral
degree candidaes, and graduae/dodoral certificate program students, it is anticipated tha applicants
will (varioudy) meet minimum qudification standads for Student Trainee appointments at GS-0099-
4, GS-00995, GS00997, and GS-00999. The Military Depatments and DoD components tha
select and appoint students will decide at what grade levels successful Information Assurance Scholars
will beappointed in light of any applicable component-uniquefactors such as thetarget occupaionsor
full-performance postion levels for the candidates. To obtain some information on the general salary

schedules for FY 06, please visit http://www.opm.gov/oca/O6tables/indexGS.a9.

3.MINIMUM ELIGIBLITY FOR SCHOLARSHIP AND APPOINTMENT
To be digible for the Information Assurance Scholarship oppotunity described in this
announ@ment, you must meet al of thefollowing minimum requirements:

a) Youmud bel8years of ageor older.

b) Youmud beacitizen of the United States at thetime of application. Note, if family members
are not U.S. Citizens, some DoD Agencies may be unable to process the applicant (student) to
the security clearance level required. Every effort will bemadeto assign eligible students at
an Agency without such restrictions.

c) Youmud beenrolled (or accepted for enrollment) in oneof theidentified CAE/IAE colleges or
universities listed in this announ@ement, or enrolled (or accepted for enrollment) at an
inditution selected by a CAE/IAE as acollaborative partne for these purposes.

d) Youmudg have completed (or by Augug 2007will have completed) at a minimum thefirst two
years of an undegraduae degree program and be dligible to (a) begin either the third or fourth
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years of an undegraduae degree program; (b) begin the first or second year of a master®
degree program; (c) pursue doctora studies; or (d) complete a graduae certificate program in
information assurance.
You mug be pursuing a course of study and/or have a declared major in one of the scientific,
technical or manageria disciplines related to computer and network security, with a
congentration in an information assurance fundion.
I. For these purmoss, the scientific, technical and manageia disciplines related to
computer and network security are:

i. Mathematics

ii. Biometrics

iii. Electrical Engneering

iv. Electronic Engineering

v. Computer Science

vi. Computer Engineering

vii. Software Engneering
viii. Computer Programming
iXx. Computer Suppot

X. DataBase Administration
xi. Computer Systems Andysis

xii. OperationsResearch
xiii. Information Security (Assurance)
xiv. Budgness Management or Administration

[1. For these purposes, theinformation assurance fundionsare:
i. System/Network Administration and Operations
ii. Systems Security Engineering
iii.  Information Assurance Systems and Produd Acquisition
iv. Cryptography
v. Threat and Vulnerability Assessment, to indudeRisk Management
vi. Web Security

vii. Opeationsof Computer Emergency Respong Teams
viii. Information Assurance Training, Education and Management
iX. Computer Forenscs

x. Defendve Information Systems

See the web page information bdow, which provides more information about fulfilling the
necessary security requirements. Failure to be able to obtain a security clearance is grounds for
dismissal from the DoD IASP. You must be able to obtain the required security clearance for
the pogtion selected. You may be required to undergo certain tests, including drug and
polygraph tests, to_obtain_and maintain_a clearance. Before you may be awardeda
scholarship or hired by DoD, you will be required to complete certain formsto initiate the
security clearance process.  Some of these forms will require tha you revea extensve
information about your background, such as potentially sendgtive information about your
finandal circumstances and any arrests and/or convictionsfor offenses of any kind. You mug
agree to al of these conditions of employment and you mug complete these forms as a
condition of finandal assistance and appointment.
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I. Current web pages fromthe Office of Personnd Managenent (OPM) are provided bd ow.
These are provided for your review and consderation in determining whether you will be
eligible for a security clearanae. They may not be all indusve, however, it is highly
recommendal that you review and undestand the requirements prior to signing up to
participate in theDoD IASP.

¥ http://www.opm.gov/egov/clearance ove view.asp
[l. The following web page contains addtional information from other web sites about
security clearances which also may be useful when determining whether you will be
eligible for a security clearance. Thisisfor informational purposes only:
¥ http://usmilitary.about.com/cs/gener alinfo/a/security 2.htm
¥ http://www.clearancej obs.com/security clearance faq.pdf#sear
ch="Interim%20Security%20Clearance

¥ http://www.taonline.com/securityclearances/

g) Yourschool (CAE/IAE) mug recommend you for scholarship.

4. AREA OF CONSIDERATION

The Area of Congdeation for the Information Assurance Scholarship Program congsts of
risng Junior and Senior undegradude, master, dodorate and graduae-level certificate program
students who are enrolled (or accepted for enrollment) at the colleges and universities listed in the
Attachment D and Annex | to this application.

Each CAE/IAE may sdlect additiond ingtitutions of highe education as collaborating patners
in implementation of the Information Assurance Scholarship Program. Students enrolled, or accepted
for enrollment, at the collaborating inditutionsare aso within the Area of Congderation. Theidentity
of collaborating patner inditutions IF ANY, mug be obtained fromthe CAE/IAEs.

Each CAE/IAE has designaed a campus liaison, or Prindpd Investigator (P.l.), for
Information Assurance Scholarship Program management and administration. The above referenced
Annex provides known points of contact for the current CAE/IAEs. You are resporsible for
identifying the appropriate P.1. for the |ASP onyour campus

5. GENERAL INFORMATION

a. Application Forms and Materials

On the application and the following pages you will find indructions for prepaing and
submitting an application for the Information Assurance Scholarship Program, as well as application
forms and materials. Please read all information and ingructions for application prepaation before
you begin. The application itself congsts of your resume and al of the OF612 supplements. The
OF612 Supplemental Competency Statement and Resume must be included or the packagewill
be deemed non-responsive and will not be consider ed.

Please be aware tha your school (CAE/IAE) is required by the Depatment of Defense to
paticipae in the evaluaion of your application for scholarship assistance under this program. Your
school may fulfill its responsbilities to evaluae your application in a variety of ways. You school
might conditute a pand to review your application materials or condud interviews with you or other
applicants. To fulfill its responsbilities, your school may require tha you obtain and submit
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information and/or materials in addition to those required in the application package Any written
information or material tha your school requires shdl become the CAE/IAE Supplement to your
OF612 and mug be indudeal in the find application package tha your school tranamits to the
Department of Defense in order for you to receive congderation.

Therefore, if you are interested in applying for this oppotunity, you should check with the
Information Assurance Scholarship Program Point of Contadt, the P.1, for your school immediatdly
to learn of any additiond application requirements (see the Annex for numbers).

Privacy and Public Burden Statements

The Office of Personnd Management and other Federal agendes rate applicants for Federd
jobsunde the authority of sections1104,1302 3301, 3304,3320,3361, 3393 and 3394 of title 5 of
the United States Code Section 1104 of Title 5 alows the Office of Personnd Management to
authorize other federal agendes to rate applicants for Federal jobs We need the information requested
in this vacancy announ@ment to evaluae your qudifications tha is, to see how well your eduction
and work skills qudify you for a Federal job and for tuition assistance pursuant to P.L. 106-398 and
the Code of Federal Regulations, Title 5, Chapter 1, Part 213, Subpat C, Section 2133202p)(17).
Othe laws require usto ask about citizenship and military service, to see whether you are affected by
laws we mug follow in deciding whomthe Federd Government may employ.

We mud have your Sodal Security Number (SSN) to keep your records in order, as other
people may have the same name and birth date. The SSN has been used to keep records since 1943,
when Executive Order 9397 asked agendes to do so. Giving usyour SSN or any other informationis
voluntary. As alowed by law or Presidential directive, we use your SSN to seek information aboutyou
from employers, schools, banks and others who know you. Y our SSN may also be used in studies and
computer matching with other Government files, for example, files on unpad student loans If youdo
not give usyour SSN or any other information requested, we cannot process your application, which is
thefirst step in getting ajob. Ensure your lag name and sodal security number are contained on
the top right of each application page We may give information from your records to: training
facilities;, organizations deciding claims for retirement, insurance, unemployment or health ben€fits;
officias in litigation or administrative proceedings where the Government is a paty; law enforcement
agendes concerning violationsof law or regulation; Federal agendes for statistical reports and studies,
officials of labor organizationsrecognized by law in connection with representing employees,; Federal
agendes or othe sources requesting information for Federal agendes in connetion with hiring or
retaining, security clearances, security or suitability investigations classifying job contracting, or
issuing licenses, grants, or othe bendfits;, puldic or private organizationsinduding news media that
grant or publicize employee recogntion and awards and the Merit Systems Protection Boad, the
Office of Specia Counsl, the Equd Employment Oppottunity Commission, the Federal Labor
Relations Authority, the Nationd Archives, and congressiond offices in connection with thear official
fundions

We may dso give information from your records to: progective nonfederal employe's
concerning tenure of employment, civil service status length of service, and dae and nature of action
for sepaation as shown on personnd action forms of specifically identified individuds; requesting
organizationsor individuds concerning the home address and other relevant information on those who
might have contracted an iliness or been exposed to a health hazard; authorized Federal and nonfedera
agendes for use in computer matching; spouss or dependent children asking whether an employee has
changad from self-and-family to self-only hedth benefits enrollment; individuds working on a
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contract, service, grant, coopeative agreement or job for the Federal Government, nonagency
membes of an agency's paformance or othea pand; and agency-appointed representatives of
employees concerning information issued to an employee about fithess-for-duty or agency-filed
disability retirement procedures.

We estimate the puldic burden for reporting the employment information will vary from 20 to
240 minutes with an average of 40 minutes per respong, induding time for reviewing ingructions
searching existing daa sources, gahering daa, and completing and reviewing the information. You
may send comments regarding the burden estimate or any other aspect of the collection of information,
induding suggestionsfor redudng this burden, to the U.S. Office of Personné Management, Reports
and Forms Management Officer, Washington, DC 204150001.

b. Veteran® Preferencein Hiring

If you served on active duty in the United States Military and were separated unde: honosble
conditions you may be digible for veteran® preference.  For further details, call the Office of
Personnd Management at 912-757-3000o0r visit: hitp://www.opmagov/veteranghtml/vetguide asp.

To claim 5-point veterans preference, attach a copy of your DD-214, Certificate of Release or
Discharge from Active Duty, or othe proof of eligibility, to your Optiond Form 612 - Optional
Application for Federal Employment, as required a Item 15 of the application.

To clam 10-pant veterans preference, attach a SF 15, Application for 10-Point Veterans
Preference, plusthe proof required by tha form, to your Optional Form 612 - Optiond Application for
Federal Employment, asrequired at Item 15 of the application.

c. Applicants With Disabilities
You can find out about aternatives for submitting your application by calling the Office of

Personnd Management at 912-757-3000. If you have a hearing disability, call TDD 912-744-2299.
Y ou may obtain case-by-case assistance by calling the Department of Defense point of contact for this
announement. The name, address, and telephone numbe of the point of contact for this
announ@ment are beow:

Ms. ChristineNickell, DoD IASP

Nationd Security Agency

Attn: NIETP, I02E, Suite 6744

9800Savage Road

Fort George G. Meade, MD 207556744

Phone 4108546206

d. Equd Employment Oppottunity

The Depatment of Defense is an Equd Opportunity Employer. All qudified persons shdl
receive congderation for this oppotunity without regard to political, religious labor organization
affiliation or nontaffiliation, marital status race, color, sex, naiond origin, non-disqudifying physcal
disability, age or sexud orientation.

5. OTHER IMPORTANT INFORMATION ABOUT THIS OPPORTUNITY

Before bang hired, the appointing agency (the specific DoD agency requesting to hire you)
will ask you to complete a Declaration for Federal Employment or other agency or component specific
form to determineyour suitability for Federal employment and to authorize a backgroundinvestigaion
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of your suitability. Theagency will also ask you to sign and certify the accuracy of al theinformation
in your application. If you make a false statement in any part of your application, you may not be
hired; youmay befired after you begin work; or you may befined or jailed.

You will be required to obtain and maintain eligibility for a security clearance in order to
receive finanda (scholarship) assistance or an appointment unde the Information Assurance
Scholarship Program. The appointing agency will ask you to complete certain forms to initiate the
security clearance process. These forms require you to reveal many details about your background,
induding your finandal circumstances, and othe sendtive matters such as any arrests and/or
convictions for offenses of any kind. You mug complete these forms as a condtion of finanaa
assistance and appointment.

If youare amale over age 18 who was bom after December 31, 1959,you musg have registered
with the Selective Service System (or have an exemption) to beeligible for a Federal job.

Federa law prohibits officials from appointing, promoting, or recommending their relatives.

Federal annuitants (military and civilian) may have their salaries or annuities reduced. All
employees mug pay any valid ddinquent debts or the employee@ payroll office may garnishee their
saary.

APPLICATION CONTENT REQUIREMENTS

6. APPLICATION CONTENT REQUIREMENTS for CURRENT IASP STUDENTS WHO ARE
REAPPLYING:
¥ An acceptable application package for the Information Assurance Scholarship Program
congsts of aletter of reference and the maintenance of your grade point average

0 One (1) Letter of Reference from the current Prindpd Investigaor or key faculty
membe who is fully knowedgeable of your patential for successful learning, your
knowledge and your ability, based uponthis pad year of effort.

o Officia (certified) copies of all of your transcripts from all the ingitutions of highe
learning you have attended, SINCE your last submission. Y ou are required to maintain
the appropriate grade point average to maintain your statusin the program.

¥ Note regarding the Supplemental Statement of General Academic and Employment
Conditions. This form has been submitted under your previous application. Following the
selection of students for scholarship, letters will be sent to selected students, containing similar
information, which affirms the student@ willingness to commit to the internship (if applicable)
and the obligaed service requirement. It will also note tha failure to do so will require pay
back of Scholarship to the U.S. Government. Once signed, this will be attached to previous
doamentation for the record. Theefore, it is not necessary to submit the supplementa
statement agan.

7. APPLICATION CONTENT REQUIREMENTS for STUDENTS NOT CURRENTLY IN THE
|ASP:

An acceptable application package for the Information Assurance Scholarship Program
congsts of a completed, signed, and dated Resume, all of the supplements to the OF612 described
bdow, AND all written information or materials required by your school (CAE/IAE):
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¥ Supplemental OF612 Continuation Sheets. If the OF612 does not have sufficient space for
you to provide complete answersto al questions you mus attach separate sheets of plain 8120
X 110paper on which you record your responss or the continuaionsof your responsgs. On
each such page indicate your name, your sodal security nunber, and the OF612 item nunbers
to which your responses apply.

¥ Supplemental Academic Sufficiency Statement. You mud complete the Statement of
Academic Sufficiency supplement to the OF612, to which you mug attach the following
additiond supplemental statements:

0 One(1) Letter of Reference from a current faculty member who is fully knowedgesble
of your potential for successful learning, your knowledge and your ability. See
remainda of application package for indructions about the content of this Letter of
Reference. Letters mug be on University letterhead and contain the full name and
contact information of thefaculty member (phone email, and address).

0 One(1) additiond Letter of Reference from either a current or former faculty member,
or a current or former supevisor who is fully knowedgesble of your potential for
successful learning, your knowedge and your ability. See remaindea of application
package for ingrucionsabout the content of this Letter of Reference. Letters mug be
on official letterhead and contain the full name and contact information of the faculty
member or current/former supavisor (phone email, and address).

o Official (certified) copies of all of your transcripts from all the ingitutions of highe
learning you have attended.

¥ Supplemental Competency Statement. You must complete the OF612 Supplemental
Competency Statement with narrative responses that describe the level of your
attainment of the knowledge and ability factors indicated. See remainder of application
packagefor instructions about the content of this supplemental statement.

¥ Supplemental Statement of General Academic and Employment Conditions. If you agree
with theall of the academic and employment condtionsrequired for your receipt of scholarship
assistance and appointment unde the Information Assurance Scholarship Program, and wish
to be consdered for it, you mug complete the OF612 Supplemental Statement of General
Academic and Employment Conditions and indudeit in your application package.

Y our school (CAE/IAE) is required by the Department of Defense to assist in the evaluaion of
Information Assurance Scholarship Program applicants. At its discretion, your school may require you
to provide additional information or material to enable its evaluation of your dligibility and candidacy
for scholarship assistanee. The school may not decrease the requirements of the DoD IASP. If your
school requires written information or material in addition to tha described abowe, tha additional
information or material shdl condgitute an OF612 Optional Center of Academic Excellence in
Information Assurance Education Supplement, and mug be induded in your application package
for you to receive full congderation. Contact the Information Assurance Scholarship Program liaison
for your school to find out if your school has additiond application requirements. (See the web annex
titted GCenters of Academic Excellence in Information Assurance EducationOfor the points of
contact.)
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